Cookie Policy

Last Updated: October 23, 2025

Our website https://cycode.com/ (the “Website®) each uses cookies and similar files or
technologies to automatically collect and store information about your computer, device,
and Website usage, in order to improve their performance and enhance your user
experience. We use the general term “cookies” in this policy to refer to these
technologies and all such similar technologies that collect information automatically
when you are using our Website where this policy is posted.

You can find out more about cookies and how to control them in the information below.
You can manage your consent and choices directly through the cookie banner displayed
when you visit our Website, including selecting “Accept All Cookies,” “Reject All
Cookies,” or customizing your preferences in “Cookies Settings.” If you do not accept
the use of these cookies, please disable them using the instructions in this Cookies
Policy, by adjusting your preferences in the Cookie Settings tool available on our
Website or by changing your browser settings so that cookies from this Website cannot
be placed on your computer or mobile device.

Important: Some cookies are strictly necessary for the Website to function properly (for
example, those that enable page navigation, security, and access to secure areas).
Because the Website cannot function properly without these cookies, they cannot be
switched off in our systems. Other categories of cookies (such as analytics, functionality,
or marketing cookies) are optional and can be disabled without affecting core
functionality, although certain features or personalization may not work as intended.
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In this Cookie Policy, we use the term Cycode (and “we", “us” and “our”) to refer to
Cycode Ltd. and our affiliates. Our Privacy Policy is available at

https://cycode.com/privacy-policy/.

What is a cookie?

Cookies are computer files containing small amounts of information which are
downloaded to your computer or mobile device when you visit a website. Cookies can
then be sent back to the originating website on each subsequent visit, or to another
website that recognizes that cookie. Cookies are widely used in order to make websites
work, or to work more efficiently, as well as to provide information to the owners of the


https://cycode.com/
https://cycode.com/privacy-policy/

website. Cookies do lots of different jobs, like letting you navigate between pages
efficiently, remembering your preferences and generally improving the user experience.
Cookies may tell us, for example, whether you have visited our Website before or
whether you are a new visitor. There are two broad categories of cookies:

1. First Party cookies, served directly by us (Cycode) to your computer or
mobile device.

2. Third Party cookies, which are served by a third party on our behalf. We
use third party cookies for functionality, performance / analytics,
marketing, unclassified and other technologies, and social media
purposes.

Cookies can remain on your computer or mobile device for different periods of time.
Some cookies are ‘session cookies’, meaning that they exist only while your browser is
open. These are deleted automatically once you close your browser. Other cookies are
‘permanent cookies’, meaning that they survive after your browser is closed. They can
be used by websites to recognize your computer when you open your browser and
browse the Internet again.

What are web beacons?

Web beacons, or “clear gifs”, are tiny graphics with a unique identifier, similar in function
to cookies. Web beacons are placed on a website or in an email that alone or in
conjunction with cookies compile information about your usage of or your interaction
with the Services. In contrast to cookies, which are stored on a user’s computer hard
drive or device, clear gifs are embedded invisibly on web pages. Similar to cookies,
beacons primarily help us better manage content on our Services by informing us which
content is effective. If you don’t want your cookie information to be associated with your
visits to these pages, you can set your browser to turn off cookies as described further
below. If you turn off cookies, web beacons and other technologies will still detect your
visits to our Website; however, they will not be associated with information otherwise
stored in cookies.

How do we use cookies?
We use cookies to:



1. track traffic flow and patterns of travel and behavior in connection with our
Website;

2. understand the total number of visitors to our Websites on an ongoing
basis and the types of internet browsers (e.g. Chrome, Firefox, Safari, or
Internet Explorer) and operating systems (e.g. Windows or Mac) used by
our visitors;

3. monitor the performance of our Website and to continually improve it;

in connection with our marketing and advertising efforts; and

5. customize and enhance your online experience.
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What types of cookies do we use?

The types of cookies used by us in connection with the Website can be considered
“strictly necessary”, “performance or analytics cookies”, “marketing / targeting”, and
“‘unclassified”. We’ve set out some further information below about each category.

1. Cookies strictly necessary for website purposes
These cookies are strictly necessary to provide you with services available
through the Website and to use some of its features, such as access to secure
areas. These cookies cannot be switched as without them we will not be able to
provide essential website services.

Name Owner Lifespan [ Purpose

A cookie necessary to support Cloudflare Bot Management,
currently in private beta. As part of our bot management
service, this cookie helps manage incoming traffic that
matches criteria associated with bots.

This cookie is set by the cookie compliance solution from
OneTrust. It stores information about the categories of
cookies the site uses and whether visitors have given on
withdrawn consent for the use of each category. Thig

__cf bm Third party |0 Days

OptanonCon Cycode 364 Days enables.site owners to prevent cookies in each catggory

sent from being set in the users browser, when consent is not
given. The cookie has a normal lifespan of one year, so that
returning visitors to the site will have their preferences
remembered. It contains no information that can identify the
site visitor.

KC RESTAR This cookie name is associated with Keycloak which is used

T Cycode SESSION in the authentication flow to begin a new authentication flow
if something happens and the flow needs to be restarted.

AUTH_SESS This cookie name is used to authenticate users in the portal

ION_ID Cycode SESSION at the end of the browser session.




dtCookie

This cookie name is associated with software from
Dynatrace, an application performance management (APM
software company. Their software manages the availabilityj
Third party |SESSION and performance of software applications and the impact on
user experience in the form of deep transaction tracing,
synthetic monitoring, real user monitoring, and network
monitoring.

_cfuvid

Used by Cloudflare to distinguish individual users who share
Third party |SESSION the same IP address for the purpose of enforcing rate limiting
rules.

GTOKEN

Third party |SESSION

OptanonAlert
BoxClosed

This cookie is set by websites using certain versions of the
cookie law compliance solution from OneTrust. It is set aftern
visitors have seen a cookie information notice and in some
Cycode 364 Days cases only when they actively close the notice down. It
enables the website not to show the message more than
once to a user. The cookie has a one year lifespan and
contains no personal information.

__cf bm

A cookie necessary to support Cloudflare Bot Management,
currently in private beta. As part of our bot management
Cycode 0 Days service, this cookie helps manage incoming traffic that
matches criteria associated with bots.

This is a CloudFoundry cookie

nitroCached
Page

This cookie name is used to set the cached status of the
Cycode SESSION viewed page for Nitropack page optimizations, which speeds
up page delivery.

_zitok

This cookie name is associated with ZoomInfo which is used
Cycode 364 Days to maintain a unique visitor identifier and store Personally]

Identifiable Information.

Performance or Analytics Cookies
We use performance/analytics cookies to analyze how the website is
accessed, used, or is performing. We do this in order to provide you with a
better user experience and to maintain, operate and continually improve
the website. For example, these cookies allow us to:
1. Better understand our website visitors so that we can improve
how we present our content;
2. Test different design ideas for particular pages, such as our
homepage;
3. Collect information about Website visitors such as where they
are located and what browsers they are using;
Determine the number of unique users of the website;
Improve the website by measuring any errors that occur;
Measuring campaign effectiveness; and
Conduct research and diagnostics to improve product offerings.
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Name

Owner

Lifespan

Purpose

_9a

Cycode

399 Days

This cookie name is associated with Google Universal
Analytics - which is a significant update to Google's more
commonly used analytics service. This cookie is used to
distinguish unique users by assigning a randomly generated
number as a client identifier. It is included in each page
request in a site and used to calculate visitor, session and
campaign data for the sites analytics reports. By default it is|
set to expire after 2 years, although this is customisable by
website owners.

_ga_ XXXXXXX
XXX

Cycode

399 Days

Used by Google Analytics to identify and track an individual
session with your device.

_uetvid

Cycode

389 Days

This is a cookie utilised by Microsoft Bing Ads and is a
tracking cookie. It allows us to engage with a user that has|
previously visited our website.

_gid

Cycode

0 Days

This cookie name is associated with Google Universal
Analytics. This appears to be a new cookie and as of Spring
2017 no information is available from Google. It appears to
store and update a unique value for each page visited.

_hjSession_x
XXXXX

Cycode

364 Days

A cookie that holds the current session data. This ensues that
subsequent requests within the session window will be
attributed to the same Hotjar session.

__hssrc

Cycode

SESSION

This cookie name is associated with websites built on the
HubSpot platform. It is reported by them as being used for]

website analytics.

3. Functionality Cookies
These cookies enable the Website to provide enhanced functionality and
personalization. They may be set by us or by third party providers whose
services we have added to our pages. If you do not allow these cookies then
some or all of these services may not function properly.

Name Owner Lifespan | Purpose

nIBLXXXXX | third party  [SESSION

XX

incap_ses_Xx Incapsula DDoS Protection and Web Application Firewall:
XXXXXXXxXxxxX | Third party [SESSION cookie for linking HTTP requests to a certain session (AKA
XXX visit). Re-opening the browser and accessing same site are




registered as different visits. In order to maintain existing
sessions (ie, session cookie).

_ cf _bm

Third party

0 Days

A cookie necessary to support Cloudflare Bot Management,
currently in private beta. As part of our bot management
service, this cookie helps manage incoming traffic that matches
criteria associated with bots. This is a CloudFoundry cookie.

visid_incap_
XXXXXXX

Third party

364 Days

Incapsula DDoS Protection and Web Application Firewall:
cookie for linking certain sessions to a specific visitor (visitor|
representing a specific computer). In order to identify clients
that have already visited Incapsula. The only cookie that is|
persistent for the duration of 12 months.

hubspotutk

Cycode

179 Days

This cookie name is associated with websites built on the
HubSpot platform. HubSpot reports that its purpose is user
authentication. As a persistent rather than a session cookie it
cannot be classified as Strictly Necessary.

_gd_session

Cycode

0 Days

This cookie contains no identifying information and is used for
diagnostic purposes by Impact Radius, a service we use to
track signup commissions for our affiliate program. We have
categorized it under Functionality because it is necessary for|
the operation of our affiliate program.

_cfuvid

Third party

SESSION

The cookie is used by Cloudflare to distinguish individual users
who share the same IP address for the purpose of enforcing
rate limiting rules.

_qgd_visitor

Cycode

399 Days

This cookie contains no identifying information and is used for
diagnostic purposes by Impact Radius, a service we use to|
track signup commissions for our affiliate program. We have
categorized it under Functionality because it is necessary for|
the operation of our affiliate program.

4. Marketing or Targeting Cookies

We use marketing cookies set by our advertising partners to collect information
about Your browsing activities and website interactions to provide You with
personalized advertisements that are relevant to your interests; to analyze the
effectiveness of ad campaigns and build targeted audiences for future targeted
advertising purposes. Please note that targeting cookies are only used on our
Website, and not on our Platform, and you are entitled to manage your consent
regarding such cookies as described below.

Please be aware that third parties, including external social media platforms and
advertising networks, may use the data collected through marketing cookies on our
Website for their own advertising purposes. This means that:
e Third parties, including social media platforms, can combine the data collected
from our Website with data collected from other sites to build a profile of your
interests.



e They may use this profile to deliver targeted advertisements to you on other
websites and social media platforms.

e These third parties have their own privacy policies and practices, which are not
controlled by us. The interaction and information obtained through this Website
are always subject to Your privacy settings for each social network. You may also
log out from the respective services in order to make sure that the processed
data on this Website isn’t being connected back to Your profile. We encourage
you to review the privacy policies of these third parties to understand how they
handle your data.

Name Owner Lifespan | Purpose

The cookie is used by Cloudflare to distinguish individual
_cfuvid Third party |SESSION Jusers who share the same IP address for the purpose of
enforcing rate limiting rules.

[The cookie is a cookie necessary to support Cloudflare Bot
Management, currently in private beta. As part of our bof]

__cf bm Third party |0 Days management service, this cookie helps manage incoming
traffic that matches criteria associated with bots. This is g
CloudFoundry cookie
. This cookie is set by Reddit and is used for tracking the views
_rdt_uuid Cycode 89 Days of embedded videos and performance of the advertisements.
bitolsSecure |Cycode 30 Days
_gd_session [Cycode SESSION

This cookie name is associated with LinkedIn which is used to|
li_gc Third party |179 Days store consent of guests regarding the use of cookies for
non-essential purposes.

This is a Microsoft MSN 1st party cookie that ensures the

lide Third party 0 Days proper functioning of this website.

flas3 Cycode SESSION This cgc?k|e is generally provided by rlcdn.com and is used for
advertising purposes.

_GRECAPT .

CHA Third party |179 Days

Used by Google AdSense for experimenting with

—gel_au Cycode 89 Days advertisement efficiency across websites using their services
chs Cycode 35 Days
. This cookie is used by Bing to determine what ads should be
~uetsid Cycode 0 Days shown that may be relevant to the end user perusing the site.
This cookie name is associated with YouTube which is used to|
VISITOR_P . . .
. store the user's cookie consent state for the current domain
RIVACY_ME |Third party |179 Days . .
TADATA and ensure that user privacy choices are respected when
watching embedded YouTube content.
fop Cycode 89 Days Used by Facebook to deliver a series of advertisement

products such as real time bidding from third party advertisers

_gcl_au Cycode 89 Days Used by Google AdSense for experimenting with




advertisement efficiency across websites using their services
This cookie is widely used my Microsoft as a unique user
. identifier. It can be set by embedded Microsoft scripts. Widelyj]

MUID Third party 1389 Days believed to sync across many different Microsoft domains,
allowing user tracking.

GCL_AW_P (Third party |89 Days

_gd_svisitor [Cycode 35 days

YSC Third party |SESSION T.his cookie is set by YouTube to track views of embedded
videos.

b Cycode 60 Days This is a Micros.oft MSN 1st party cgokie used to measure the
use of the website for internal analytics.

Secure-xx This cookie name is associated with Google which is used tg
— Third party |0 Days track browsing activity across websites and build a profile of
XXXXX . .

user interests to show relevant and personalized ads.
Used by Google AdWords for experimenting with
advertisement efficiency across websites using theirn
gcl_aw Cycode 89 Days servicesUsed to attribute commission to affiliates when you
- = arrive at the website from an affiliate referral link. It is set when
you click on one of our links and used to let the advertiser and
us know the website from which you came.
bito Cycode 30 Days This c.ogkie is generally provided by bidr.io and is used for
advertising purposes.
beookie Third party  |364 Days This is a Microsoft M.SN 1§t party cookie for sharing the
content of the website via social media.
pxrc Cycode 35 Days
This cookie is set by Youtube to keep track of user
VISITOR_IN Third party  [179 Days preferences for Youtube videos embedded in sites;it can also
FO1_LIVE determine whether the website visitor is using the new or old
version of the Youtube interface.
_gd_visitor [Cycode 35 Days

Unclassified Cookies

From time to time, new cookies may appear on our Website that have not yet been fully
categorized. These are referred to as “unclassified cookies.” They are typically used as
part of product testing or when new features are introduced. We will update this Cookie
Policy and the Cookie Settings tool to provide details about these cookies once their

purpose is confirmed.

Legal Basis for Using Cookies

We use strictly necessary cookies based on our legitimate interest in ensuring the
Website functions properly (for example, enabling page navigation, security, and access
to secure areas). All other categories of cookies (such as performance/analytics,
functionality, and marketing/targeting) are only used with your consent, which you can
provide and manage through the cookie banner and Cookie Settings.



How to Control or Delete Cookies

When you visit our Website, you are presented with a cookie banner that allows you to
manage Yyour preferences. Through this banner, you can choose to “Accept All
Cookies,” “Reject All Cookies,” or customize your selections by category (e.g., strictly
necessary, performance/analytics, functionality, and marketing/targeting) in the “Cookie
Settings.” You can revisit and update these preferences at any time by selecting the
“Cookie Settings” link available on the banner of our Website.

Most browsers also allow you to change your cookie settings. These settings will
typically be found in the “options” or “preferences” menu of your browser. In order to
understand these settings and learn how to use them, please consult the “Help” function
of your browser, or the documentation published online for your particular browser type
and version.

Please note that, as explained above, strictly necessary cookies cannot be disabled
because they are essential for core Website functionality (such as page navigation,
security, and access to secure areas). Disabling other categories of cookies may affect
your experience or limit certain features, but the Website will still be usable.
The following pages have information on how to change your cookies settings for
different browsers:

1. Cookie settings in Chrome

2. Cookie settings in Firefox

3. Cookie settings in Internet Explorer

4. Cookie settings in Safari and iOS

No Obligation to Consent

You are not under any legal or contractual obligation to consent to the use of cookies
that are not strictly necessary. If you choose not to provide consent, or if you withdraw it
at any time, the Website will remain accessible and usable; however, certain features,
functionalities, or personalized content may not be available or may not work as
intended.

Third Party Cookies and Websites

Some cookies on our Website are placed by third parties (for example, analytics,
functionality, or advertising providers). These third parties may process information
about you in accordance with their own privacy policies, which are outside of our
control. We encourage you to review the privacy policies of these providers directly to
understand how they handle your information.

In addition, when using our Website you may be directed to other websites. These
websites may use their own cookies. We do not have control over the placement of


https://support.google.com/chrome/answer/95647?hl=en&ref_topic=14666
https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-your-computer?redirectlocale=en-US&redirectslug=Cookies
https://support.microsoft.com/en-us/windows/delete-and-manage-cookies-168dab11-0753-043d-7c16-ede5947fc64d
https://support.apple.com/en-il/guide/safari/sfri11471/mac
https://support.apple.com/en-gb/HT201265

cookies by other websites you visit, even if you are directed to them from our Website. If
you use the buttons that allow you to share products and content with your friends via
social networks like Google, X and Facebook, these companies may set a cookie on
your computer memory. You can find out more information in their privacy policies:

o X
e Gooaqle
e Facebook

Who is the Controller of Your Data?

For cookies and similar technologies placed directly by us, the data controller is
Cycode.

Some cookies on our Website are placed by third parties (such as Google, LinkedIn,
Facebook, or HubSpot). Where these third parties use cookies for their own
independent purposes, they act as separate controllers of the personal data they
collect. We encourage you to review their privacy policies directly to understand how
they process your information.

Need More Information?
If you would like to find out more about cookies and their use on the Internet, you may
find the following link useful: All About Cookies.

Cookies that have been set in the past: If you have disabled one or more Cookies,
we may still use information collected from cookies prior to your disabled preference
being set, however, we will stop using the disabled cookie to collect any further
information.

Updates to this Policy
We may update our Cookie Policy from time to time for operational, legal or regulatory
reasons. You can revisit this page if you wish to keep yourself informed.

Contact Us and Further Information

For more details about how we process personal data, including the legal bases we rely
on, the types of data we collect, and your privacy rights, please see our Privacy Policy.
If you have any questions or comments about this cookies policy, or privacy matters
generally, please contact us via email at privacy@cycode.com.



http://www.google.com/intl/en-GB/policies/privacy/
https://www.facebook.com/privacy/policy/?entry_point=data_policy_redirect&entry=0
http://www.allaboutcookies.org/
https://cycode.com/privacy-policy/
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